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1. BCOPE. This TOP provides guidance for identifying and evaluating hazards as-
sociated with systems being tested by U.S. Army Test and Evaluation Command
(TECOM). The purpose of this TOP is to provide uniform requirements and criteria
for performing system safety analysis during the course of testing materiel.

Each test program must be designed to ensure that pertinent safety specifications
and criteria are verified and to identify unkpnown hazards or procedures vhich may
bave been designed into the systems. Testing will provide determination or as-
sessment of personnel and equipment hazards in the system and associated opera-
tion and maintenance hazards.

Pertinent data from all tests will be used to provide a basis for evaluating
safety and health characteristics. Specific safety tests will be performed on
critical devices or componfnts to determine the nature and extent of hazards
presented by the materiel.

2. PRACILITIES AND INSTRUMENTATION.

2.1 Pacilities. The facilities used during a system safety suhtest are diverse
and are, therefore, listed in the specific TOPs (See TOP index.”) which cover the
materiel under test.

2.2 Jlpsctrumentation. Because of the wide variety of commodity items, it is not
feasible to include an exhagustive list of all necessary instrumentation. The ac-
tual instrumentation will be determined by the equipment under evaluation.

lleference numbers wmatch those in Appendix F, References.
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3. REQUIRED TEST CORDITIONS.

3.1 151;_21331. Test plans will be written according to TECOM Regulation
70-24.° A subtest entitled "Safety and Health Evaluation" will be included in
the written test plan for all tests, to include objective(s), criteria, data
required, data acquisition procedure, and analytical procedure.

3.2 Diatribution of Test Reports. Test reports will be distributed according to
TECOM Regulation 70-24. Additionally, copies of the test plans should be made
available to support groups involved in the systems testing.

3.3 JIest Reporta. A "Safety and Health Evaluation" section shall/must be in-
cluded in Section 2 of formal test reports and in the summary of results para-
graph of letter reports. This subtest should follow the format outlined in TECOM
Regulation 70-24. This evaluation shall identify all real or potential safety
and bealth hazards that occurred or were observed during the test. It is impor-
tant to identify and evaluate all hazards in this section of the report, soc that
they receive proper consideration as hazards, and not exclusively as performance
shortcomings. To avoid unnecessary repetition, it is appropriate to list the
hazards and their classifications in the safety and health section, and to
reference the specific paragraphs in other sections of the report rather than to
repeat detailed information.

3.4 Preliminaxy Safety Review and Dociumentation Preparation.

a. Ensure that a safety assessment report (SAR) has been received from the .
developer as required by AR 385-16.4 All developer/contractor-identified safety i!?"
and health bazards should be documented in the SAR. Ensure that systems that may
present health hazards have been evaluated and a health hazard assessment report
submitted in accordance with AR 40-10.5 i ifi
must be taken into account, classified in accordance with MIL-STD-882B,  and ip-

sluded in the safety and health section of the test report.

b. Ensure that all required Test Operations Procedures (TOPe) and Standing
Operating Procedures (SOPs) are available. The procedures for all hazardous
operations should be documented in the SOPs. SOPs or supplements are prepared
for specific tests of individual items whenever general SOPs do not apply.

c. Ensure that specific tests are included in the test plan to verify com-
pliance with safety and health criteria.

d. Review appropriate regulations which deal with specific tests.
e. Review the system support package, all instructional material, litera-

ture, and draft wmanuals. Be sure that instructions to avoid hazardous situations
are vell documented.

3.5 Traini { Familiarization.

a. Ensure that required training is conducted by the developer.

b. Conduct a preoperational briefing for all personnel prior to the start
of the test. All personnel will review the hazards and precasutions outlined in
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7 April 1986 TOP 1-1-060

e the SAR and SOP. Be sure that all personnel are wearing the required personal
R protective equipment.
3.6 Safety Inapection. A safety inspection of the test item shall be performed
by qualified test personnel prior to beginning the test. Bafety engineering as-
sistance may be requested, as required, through the safety office. Appropriate
checklists may be available by referring to specific TOPs, or may be developed
for application of unique systems.

a. Prompt detection and correction of unsafe conditions are an absolute
must throughout the life cycle of military systems. There are three major causes
of unsafe conditions. The end result of the three listed below is a steady
trickle of unsafe conditions into almost every system.

LT T v LY T LY. TN . e . e ST -

(1) Unsafe design of systems or subsystems including software.

(2) Wear and tear process that is always at work.

(3) Unsafe conditions caused by personnel who use or maintain the
systems.

b. There are two kinds of inspections.

(1) 1Iocidental inspection. This type of inspection is ongoing. Test
personnel should look for unsafe conditions continuously as they perform all of
the required testing.

(2) The planned inspection. This type of inspection is deliberate and
tborough. The testers should know in advance what specific items to imspect and
- vhat conditions to look for. This inspection should be performed before and at

the conclusion of testing.

c. Inspection checks and analysis. When a system is analyzed for inspec-
tion purposes, testers should look closely at those items which can result in un-
safe conditions.

d. Ipspection checklists.

(1) Inspection checklists that cover common types of unsafe conditions
are listed in Appendix C.

(2) 1Inspection checklists which cover specific systems may be found in
the TOPs used to test those systems.

(3) When the checklists, as described above, do not adequately cover
the system or subsystem in question, appropriate checklists can be developed as
described in Appendix C.

4. IEST PROCEDURES. Test procedures may vary depending on the system being

tested. Specific safety and health evaluation subtests will be designed to

evaluate all safety and health criteria established for an item or to otherwise

identify hazards. The subtests are usually described in the TOP for the specific

commodity being tested. A comprehensive subtest will be designed to establish
-v.. the safety of the item/system including the following essential features:
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a. Preliminary examinstions and limited tests necessary to certify that the,j:_ﬁ

item/system is safe for testing.

b. Selected physical performance and reliability tests to verify that the
item/system under test satisfies minimum design and construction requirements for
safe field deployment.

c. BSystematic observation and andalysis of the test system throughout all
phases of development testing to identify and investigate any actual or potential
hazards to personnel and equipment that may result from operation and waintenance
¢. the system by representative users.

d. Criteria for safety evaluation subtests will be drawn, when possible,
from the applicable requirements document. In the absence of specific criteria
in said document, bhowever, the following may be used: "The system shall be
designed to incorporate sound system safety engineering principles according to
MIL-STD-882B. Safety and health hazards shall be eliminated or otherwise mini-
mized throughout the entire life cycle of the system in accordance with appro-
priate guidance documents."

e. Test directors must ensure that support groups include system safety
evaluations when performing specific subtests. Data presented to the test direc-

tors should include identified hazard interfaces which could result in hazardous
failures.

4.1 Methods.
4.1.1 Bazaxd Identification and Apalysis. The equipment operation hazards
analysis is based upon the results of all subtests that wmay contain information
concerning the safety and health characteristics of the test system. Based upon
the results of the safety inspection(s), hazard analysis, test results, comments
from operating and maintenance personnel, and a review of all appropriate litera-
ture, the followving hazards should be considered for evaluation using the tech-
niques and checklists described in Appendix C:

a. Mechanical hazards.

b. Electrical hazards.

c. Chemical hazards.

d. Health hazards.

e. Fire hazards.

f. Explosive hazards.

g- Procedural hazards (operating and maintenance).

h. Software hazards.

»
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4.1.1.1 Mechbanical Hazards.

a. Carefully examine all instructional material to determine potential
mechanical hazards.

b. Accomplish a thorough test-item safety inspection, and observe the item
throughout all test and evaluation phases. Bolicit the comments and observations
of equipment operators sand other support personnel.

c. Consider the following potential mechanical hazard sources when perform-
ing this evaluation:

(1) Rotating, reciprocating and transverse motions.
(2) Cam action.
(3) Cutting actioms—-—motion.
(4) Cutting exposure--sharpness.
(5) Punching, shearing, and bending actiomns.
(6) Rate of speed.
(7) 1Instability (center of gravity).
(8) Entrapment.
(9) Lack of clearance.
(10) Misleading appearsnce of quality.
(11) Stored energy--physical.
(12) 1Improper rigidity.
(13) Impact.

d. A sample checklist and methods of safeguarding against mechanical
bazards are included in Appendix C.

4.1.1.2 Electrical Hazards.
a. Examine all instructional material; determine the location of all poten-
tial electrical hazards, and ensure that these hazards are clearly ingicated and

that appropriate precautionary notices and instructions are provided.

b. Thoroughly inspect the test item for safety during the initial safety
inspection and during all phases of testing and evaluation.

¢c. Obtain comments and observations from equipment operators.

d. Consider the following electrical hazard sources when performing this
evaluation:
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7 April 1986 TOP 1-1-060
(1) Shock. SR
Sty
(2) short circuit.
(3) Stored electrical charge (batteries and stray voltage).
(4) Improper and/or inadequate ground.
(5) Fire.
(6) Overbeating.
(7) Ventilation.
(8) Insulation failure.
(9) Sparks.
(10) Arcing.
(11) Explosion.
e. A sample checklist upon which a safety evaluation of electrical hazards
can be performed is included in Appendix C.
4.1.1.3 Chemical Hazaxds. *

a. Determine each chemical contained in or used with this equipment.
Obtain and review a copy of the material safety data sheet (MSDS) from the
manufacturer or developer for each chemical involved with the system.

b. When exposure of personnel to cheBicall will occur during operation of
the systew, ensure that the health hazards  for each chewmical have been con-
sidered and that controls are employed to ensure maximum allowable exposure
limits are not exceeded. If protective devices are used to eliminate or control
the exposure, their adequacy must be evaluated.

¢. In addition, review each chemical for the following properties and their
effects on the system/personnel:

(1) Corrosion.

(2) Toxicity due to the following:
(a) By inhalation.

(b) By skin absorption.

(¢) By ingestion.

(3) Flammability. T

(4) Explosive limits.
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Physical stress.
Tewmperature~—variation and extremes.
Oxygen depletion.

Lifting and carrying.

Toxic gases and particulates (TOP 2-2-6149) .

e. A sample checklist upon which an evaluation of health hazards can be
perforwed is included in Appendix C.

4.1.1.5 PRire and Explosion Hazards.

8. Accomplish a thorough test-item inspection, and observe the item
throughout all tests and evaluations for fire and explosion hazards.

b. The following fire- and explosion-related hazards should be considered:

- n
(2)
(3)
(a)
(b)
(c)
(&)
(e)
(f)
(g)

Fuel source.

Rate of flammability.

Ignition source resulting from the following:
Heat (chemical).

Heat (spontaneous).

Heat (mechanical).

Heat (electrical).

Spark (mechanical).

Spark (electrical-static).

Open flame.

c. A ssumple checklist upon which to base an evaluation of fire and explo-
sion hazards is included in Appendix C.

4.1.1.6 Exploaives and Ammunition.

a. Volume &4 of the Index of Test Operations Procedures covers the testing
of ammunition and explosives. This category includes smmunition for artillery,
tanks, recoilless rifles, wmortars, small arms, and aircraft weapons; small roc-
kets and missiles; wmines; demolition equipment; pyrotechnics; grenades; and flame

throvers.

b. The provisions of AMC Regulation 385-10010 apply to the safety of all

testing.
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(5) Shock sensitivity.

(6) O=xidation.
(7) Photosensitivity.
(8) Reactivity with water, air, fuels and lubricants, materials of
construction.
. (9) Carcinogenicity.
(10) Susceptibility to decomposition.
: d. A sample checklist upon which a safety and health evaluation of chemical
, bhazards can be performed is included in Appendix C.
t 4.1.1.4 Health Hazards.
: a. Throughout the conduct of the test, note any conditioms that might be
' physiologically hazardous to operation or maintenance personnel.
b. Make specific industrial hygiene measurements to verify suspected
hazards.
{ c. Arrangements for assistance may be made through the safety office.
d. Consider the following sources of health hazards: li.hé
[ (1) Roise (pressure) from the following:
: (a) High intensity.
(b) Bigh frequency.
(¢) Impulsive.
(2) Vibration.
(3) Radiation, ionizing.
(4) Radiation, nonionizing frow the following:
(a) Ultraviolet emission.
(b) Visible-light emission.
(¢) Infraredvemisaion.
(d) Microwave emission.
(e) Radiowave emission. e
(f) Lasers. j%;
, "
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- 4.1.1.7 Rrocedural Hazards.

a. Personnel errors. Personnel are injured and systems are lost due to
procedural errors. Systems safety techniques should be used to foresee human
error so that appropriate design changes and/or appropriate training can be
developed. Potential bazards exist in the operation and maintenance functions
during the life cycle of the systems.

b. Maintenance planning: Hazards resulting from inadequate maintenance
need to be foreseen. It is important that the reliability data collected for
critical system components (e.g., brakes) be utilized to establish scheduled
maiotenance tasks in order to lessen the deterioration of safety to unacceptable
levels. Individual failure modes and their interfaces need to be addressed.

4.1.1.8 Software Hazard Analvsis.

a. When test item/system includes operations that are controlled by soft-
vare/computers, a softvare/computer hazard analysis to identify bazardous condi-
tions incident to safety critical operator information rnd command and control
functions should be performed according to TOP 1-1-056. 2

b. The scftware/computer hazard analysis should examine software/computer
and its system interfaces for events, faults, and occurrences such as timing
which could cause or contribute to bazardous events affecting safety. This ef-
fect shall be accomplished by tracing safety-critical operator information and
commands through source/object code, through system simulation, and through other

‘.. applicable documentation. Safety-critical programs/modules should be analyzed
for sensitivity to software or hardware failures which could cause the system to
operate in a bazardous manner (MIL-STD-882B).

4.1.2 Preliminary Hazard Analvsis (PHA). The preliminary hazard analysis is the
initial effort which shall be performed by the contractor or developer during the
system design phase. It is the first hazard search to be performed on the sys-
tem. The PHA should be included in the safety assessment report for each system
to be tested. The PHA should include, but not be limited to, the following
activities:

.“1
-9
LT h
-~.1

a. Review pertinent historical safety experience data. E;

b. List categorically basic hazard sources including an identification of
possible causes in each category.

¢. Investigate the various sources to determine the provisions which have
been developed for their control.

d. Identify hazard sources for which inadequate controls have been provided
in the proposed design/procedures.

e. Provide specific safety requirements/criteria which should be incor-
porated into the progrem documentation to ensure control of the sources which
present unacceptable hazard levels.

4.1.3 Subsystem Hazard Analysjs (SSHA). The purpose of the SSHA is to identify
bazards associated with design of subsystems including component failure modes,
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critical human error ioputs, and bazards resulting from functional relationships

betveen components and equipment comprising each subsystem. RN

4.1.4 System Hazard Analysis (SHA). The purpose of the SHA is to identify and
assess existing or potential hazards between subsystems and systems and their ef-
fects on overall system safety and operations. The emphasis is on interfaces.
Through the early identification of existing or potential hazards, corrective ac-
tion can be taken to eliminate or control hazard categories I and II and winiwmize
or control hazard categories III and IV (ref MIL-STD-882B).

An SHA should be conducted on the critical interrelationships of each sub-
system and system to determine the cause and effect of possible independent,
dependent, and simultaneous failures that could present a hazardous condition in-
cluding failure of safety devices. A well documented analysis shows cowpliance
vith specified safety and operational requirements. Instructions for performing
an SBA are included in Appendix B,

a. Prepare a critical items list (CIL) of all safety-critical items to
provide visibility for immediate corrective action to prevent personal injury or
system damage when a category I or II hazard is identified (MIL-STD-882B). CIL
instructions are included in Appendix B.

b. Identify specific hazards from the CIL that need further analysis to
determine the combination of causes that may lead to these hazardous events. A
fault tree analysis (FTA) is an ideal methodology for the identification of oc-
currences that will lead to the undesired event. (Instructions and procedures
for conducting an FTA are included in the Appendix B.) Assistance from a system
safety engineer may be advisable.

c. Classify all identified hazards according to Appendix D.

d. Use data from reliability tests to determine level of safety in a sub-
system (e.g., mean time between failures (MTBF) of brake system).

4.2 Data Reguired.

a. Include copies of checklists, PHA, SSHA, CIL, and FTA in the appendix of
the report.

b. Include data from specific subtests that are related to safety such as
toxic fumes tests, brake tests, etc. Statistical data should be listed if it is
safety related.

c. Include data from measured conditions that impact safety (i.e., electri-
cal energy, pressures, temperature, noise, etc.).

d. 1Include photographs to clarify the nature of the hazard.

e. Include other data required by the Independent Evaluation Plan (IEP) and
Test Design Plan (TDP) from higher headquarters.

5. PRESENTATION OF DATA. Sufficient narrative comments will be included on each
condition to provide background information to be used in the analysis of test
results.

10
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a. Specific procedures for reducing and presenting data are usually
explained in the specific TOPs used in the performance of each subtest. Due to
the fact that most subtests are not conducted to singularly evaluate safety and
health aspects of the systems, each subtest wust be reviewed to recognize the
safety and health implications of the test results. From this review, a concise
listing of all existing and potential hazards shall be compiled and listed in the
safety and health evaluation of the test report. The potential consequence of
each hazard shall be considered concurrently.

b. Each hazard is to be categorized with respect to severity and proba-
bility according to the provisions of MIL-STD-882B, Each system characteristic
that creates a hazard is then classified in accordance with Appendix D.

c¢. Work sheets used to conduct hazard analysis should be included in the
appendix of the test report.

d. Safety confirmation of items/systems such as ammunition, weapons, etc.
is dependent on data obtained from limited sample sizes. It is, therefore, im-
portant that the use and application of inference statistics be considered during
the planning stage of every test. Assistance can also be obtained from a statis-
tical analyst.

e. List recommended changes in design and/or procedures tbat would change
bhazard classifications to the acceptable level.

f. List all hazards classified as deficiencies, shortcomings, and suggested
improvements according to MIL-STD-882B.

Recommended changes to this publication should be forwarded |
to Commander, U.S. Army Test and Evaluation Command, ATTN: |
AMSTE-TC-M, Ab leen Proving Ground, MD 21005-5055. Tech- |
nical information may be obtained from the preparing ac- |
tivity, Commander, U.S. Army Combat Systems Test Activity, |
ATTN: STECS-AD, Aberdeen Proving Ground, MD 21005-5059. |
Additional copies are available from the Defense Technical |
Information Center, Cameron Station, Alexandria, VA 22304- |
6145. This document is identified by the accession number |
(AD No.) printed on the first page. |
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APPENDIX A

BACKGROUND

The principal objective of a system safety program within the Department of
Defense is to ensure that safety, consistent with mission requirements, is
designed into systems, subsystems, equipment, and facilities. A formal safety
program that stresses early hazard identification and elimination or control is
the principal contribution of effective system safety (MIL-STD-882B).

The primary objectives of system safety follow:

a. Maximize operational readiness and mission protection by emsuring that
appropriate hazard-control measures are designed into the system in a timely man-
ner and at minimum cost.

b. BEnsure each safety and health risk for new designs, materials, and
production/construction and testing techniques are either controlled or that risk
is formally accepted and documented.

c. Reduce retrofit requirements.

System safety will be applied and tailored to all Army systews or facilities
throughout their respective life cycles. B5ystem safety engineering and manage-
ment will also be applied during basic technology development. For systems
developed by private industry, depots, other services, or foreign govermments,
application of system safety will begin when the deciesion is made to evaluate the
system for Army use. Acquisition programs for Army systems include system safety
Tequirements tailored according to the severity of related hazards and the poten-
tial for accidents.

No compromises of system safety criteria will be made without formal docu-
mentation of the accepted riske. The documentation for risk acceptance will be
approved by the Army acquisition executive or other designated acquisition
manager.

Most accidents are quite complex from a causal standpoint. It is the common
tendency to oversimplify that makes many accidents appear to have only one cause.
There are alwost always a number of causes that have acted in sequence and in
combination to cause an accident. The two most important causes of accidents are
personnel and enviromment.

.. . R e N - TN ) B -
IS S S P S FPEP G- LY S S TP B G U S B PSP Ul S 6. D PW 6 O | P WY Y

A

~
o
by




S e e et ket 2t M O AR ARSI A v

7 April 1986 TOP 1-1-060

: APPENDIX B

Timely identification of a hazard is the initial step meeded to conduct
safety analysis. Effective bazard analysis requires a systematic approach.

Begin by reviewing the operational mode of the system. Then describe the
most probable sequence of undesirable events (accident scenario) that could
result. Undesirable events may include, smong other things, system failure and
malfunctions, human errors, envirommental conditions, improper system configura-
tions, and safeguard failures. To identify each hazard, it is necessary to fore-
aee the events that may lead to accidental injury or system loss. The bazards
can be classified by basic types of potential accidents. The test directors or
others performing the hazard analysis should ansver the following questions:

" T T N TN T T T T e P

i Can someone be struck-by (5B) some moving object in the system? A struck-by
accident is one in which a person bas been gontacted abruptly and forcefully by

some obiject in motion. Things that strike people fall into three broad
categories:

Normally moving objects
Normally stationary objects
Extreme pressures (explosion, etc.).

Can someone strike against (SA) some object? A struck-against accident is
one in which a person gcontacts abruptly, and with force some object. Things that

produce struck-against accidents are:

Protruding objects

Permanent objects requiring an effort to avoid
Cramped or congested wvork areas

Applying great manual force to anything.

Can someone be caught between (CBE) two or more objects? A caught-between
accident is one in which a person is pinched, crushed, or otherwise caught be-
tveen either a wmoving object and a stationary object or between two moving ob-
jects. Three general situations contribute to caught-between accidents:

A normally moving object approaching or contacting a stationary object.
Tvo normally wmoving objects approaching or comtacting each other.

A pormally stationary object that is caused to move so that it ap-
proaches or contacts a stationary object.

Can someone be contacted by (CBY) or contacted with (CW) some substance that
can cause injury on contact? A contacted-by accident is one in which a person
has been contacted by some substance that can cause injury on contact. A
contsct—-with accident is onme in which a person has contacted some substance or
object capable of producing injury on the basis of ponforceful contact alome.
Bitustions which are likely to result in contact-by or contact-with accidents
are:

I
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Equipment containing injurious materials R
Electrically cbarged equipment =
Bot or cold material
Corrosive chemicals.
Can someone fall below (FB) or fall to the same level (FS)? A fall ie an ac-
cident in which a person either falls to a level below the one on which the per-
| son vas standing or falls onto the same level on which he/she was standing.
Can someone be exposed (E) to some harmful condition that might cause injury
\ or illness? An exposure accident is one in which a person suffers injury or ill-
‘ ness as a result of exposure to harmful conditions., 8ix conditions account for
i‘ most exposure accidents:
Toxic gases, fumes or vapors
Toxic airborne particles
Extremes of heat or cold
Oxygen-deficient atmosphere
Radioactive radiation
Intense light.
Can someone be over-exerted (0)? An over-exerted strain accident is one in
vhich a person sustains an injury by putting excessive strain on some part of the
body. The three common work situations that cause most over-exertion accidents
are:
Manually handling heavy objects Lt
Using extreme force to release something stuck ’
Attempting to recover unbalanced equipment.
. Can someone be caught in (CI) or caught on (CO) something to cause injury?
A caught-in accident is one in which an employee or some part of the body is

trapped or caught in some type of enclosure or opening. A caught-on accident is
one in which a person (or some part of a person's clothing) is caught on a
protruding ob ject.

Three situations that often result in caught-in accidents are:
Working in single-entry enclosures
Exposure to small floor openings
Working in very tight places.

Two basic envirommental conditions that often cause caught-on accidents are:

A stationary projecting object
A moving projecting object.

To assist in the hazard identification, checklists included in this TOP
sbould be used. Additional checklists may be available in other sources.

Systen Safety Analyvtical Techniques. .

Ceneral. Of the various tasks or jobs to be accomplished in the system safety e o
effort, the requirement to conduct system safety analyses is one of the most

B-2
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. importsnt. Utilization of the modern system safety analytical technology which
‘ bas been developed will provide the key element in the system engineering

process. It should be recogniged that only a limited amount of useful data is
available to the system safety analyst. It is, therefore, imperative thbat the
data be used in the most logical and comprehensive manner in order to provide an
effective product. In the final analysis, system safety management must be
provided for maximum visibility relative to the risks which will be assumed
during a given system operation.

System analysis. A basic understanding of the system-analysis process in
general, or evalustion of systems utilizing the "systems" concept is required.
This understanding is necessary prior to the presentation of specific system
safety analytical techniques. System analysis is defined as a directed process
for the grderly acquisition of specific information pertinent to a given system.
For a system gafety analysis, we are, therefore, directed tovard the acquisition
of pertinent safety information relative to the given system. The many different
types of system analysis are categorized into three basic groups which are:

Intuitiop which is defined as the immediate knowing or learning of something
vithout the conscious use of logical reasoning. The intuitive approach to safety
analysis can best be summarized by the statement, "We build safe systems."

dnduction vhich is defined as logical reasoning from particular facts to a
general conclusion. An example of the use of inductive method of system analysis
would be an examination of the failure characteristics of the components of a
system and the determination of the subsequent effects of these failures at the
systen level. A familiar application of this type of failure analysis is the
failure mode and effects analysis (FMEA), which is commonly employed in
reliability engineering programs. Similarly, the subsystem hazard analysis
(SSHA) is an example of an inductive analytical process which is employed in sys-

‘tem safety engineering programs.

Deduction which is defined as logical reasoning from the general to the specific.
Deduction approaches the problem in an opposite direction, in comparison to the
inductive process. An example of the use of the deductive method of system
analysis would be the careful definition of a particular systemlevel event and a
subsequent detailed examination of the components of the system to determine
those which could contribute to the occurrence of the system-level event. Fault
tree analysis is an example of a deductive analytical process which is employed
in system safety engineering programs.

Summary of Modern System Safety Analytical Technigues. (These techniques are
valuable tools in the testing community and are normally conducted by contractors
and/or developers.)

System safety analysis should be a process which is fully capable of assuming a
leading role in design analysis. The purpose of system safety analysis is to
identify hazards in the system as it is proposed to be designed and operated,
evaluate the risk associsted with the hazards, and eventually to preveant or con-
trol the hazards wvhich are considered to be unacceptable. 1In order to provide i.
the analytical support required to analyze the postulated designs of eystems,

several methods of system safety analysis should be employed. These methods will
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One method is the preliminary hazard analysis (PHA) (reference Task 202 of MIL-

§TD-882B). Preliminary hazard analysis is used in the earliest phases of system s
design to identify known hezards such as energy sources. As detailed design in-
formation is available, the gubsystem bazard analysis (SSHA) (reference Task 203

of MIL-STD-882B) is performed. The SSHA involves s detailed investigation of the
system to determine component failure modes, various causes of failure, and the
resultant effects on the safety of the system. Finally, the various procedures

vhich are required to operate the system are reviewed by gperating and support
hazard analysis (O8SHA) (reference Task 205 of MIL-STD-882B).

These and other methods, which will be further described in the following para-
graphs, should be performed to evaluate the hazardous conditions that may exist
over a system's life cycle. The extent to which each method of analysis is ap-
plied should be mutually agreed upon by both contractor and customer, and so
specified in the applicable system program plan. In specifying these specific
analysis methods, it is not the intent to restrict the development and use of new
methods.

Preliminary Bazaxd Analvsia (PHA). (This is available in MIL-STD-882B and is

normally performed by a contractor.)

This is an inductive process which should be conducted early in the design phase

of the system life cycle to identify in broad or gross terms the potential

bazards associated with the postulated operational concept. The analysis is a
comprehensive, qualitative evaluation of the system which considers the system

from the viewpoint of its operational enviromment. As potentially hazardous .
operations, materials, and design are identified, this information should be used o
in tbe development of safety criteria to be imposed in the performance/design
specifications. The PHA, therefore, becomes a necessary system safety program

element to provide assurance that the system safety requirements become an in-

tegral part of the overall technical design requirements.

The PBA should include, but not be limited to, the follovwing activities:
« A review of pertinent historical safety experience data.

« A categorized listing of basic hazard sources including an identification
of possible causes in each category.

o An investigation of the various sources to determine the provisions which
have been developed for their control.

. Identification of bhazard sources for which inadequate control has been
provided in the proposed design/procedures.

+ The provision of specific safety requirements/criteria which should be
incorporated into the program documentation to ensure control of the sources
vbich present unacceptsble hazard levels.

The following activities, areas, conditions should be considered when performing
the PBA:

.. K .
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b Hazardous components:

RS . Bazardous materials
« Energy sources
« Fluids and oils
. Off-property sources
« Pressure systeums.

Safety-related interface considerations among various elements:

« EMI
« Inadvertent activation
« Fire/explosive initiation and propagation.

Environmental constraints:

. Temperature extremes

« Shock

« KNoise and health hazards
« X-rays.

Construction constraints in addition to many of the envirommental con-
straints are:

« Transportation
. Installation
. Utilities

‘! » Laser radiation,
Operating, test and maintenance procedures: %
« Layout and lighting %
« Crash safety i
- Egress and rescue. ]

Facilities, support equipment and training:

« Codes and standards

1

1
. Certification
» Storage, assembly and checkout,

1
Safety related equipment, safeguards: ]
- Interlocks 1
« Redundancy !
« PFail/safe design - o
o Fire suppression systeums -

« Personnel protective equipment.
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;- TABLE B-1. HAZARD SEVERITY (MIL-STD-882B)

Fl CATEGORY DESCRIPTION ~ DEFINITION OTHER DEFINITIONS
g 1 Catastrophic Death or system loss System out of service or
severe impacts on
revenue, O & M costs,
program funding
11 Critical Severe injury, severe Major damage costs or
occupational jillness, program delays
or major system damage
111 Marginal Minor injury, minor Minor damage costs or
occupational illness, delays
or minor system damage
1v Negligible Less tban minor injury, Routine repairs
occupational illness,
- or system damage
TABLE B-2. PRELIMINARY HAZARD ANALYSIS (PHA)
one for Comletine Form -

In Contract No. ____, enter the contract number for which PHA is being
performed.

In Contractor » enter the name of the contractor responsible for
the PHA.

In PEA Ko. » enter the FPHA number which shall be coded and sequentially
oumbered by each contractor for each system. This coding sequence will be util-
ized for all related analyses.

) gt gt gt g

i

In Revision NRo. ____, enter the revision number to indicate the latest

status.
In Subsystenm » enter the nomenclature of the subsystem as broken ;
out from the system. |
)|
In System » enter the nomenclature of the applicable system. B
' 4
In Draving No. » enter the number of the drawing on which the subsystem jj
is indicated. .
In Prepared by Date__ » the preparer will sign and enter the date B
of issue or completion on each sheet of the analysis. - i
In Reviewed by _____ Date ____ , the reviewer will sign and enter the
date of review on each sheet of the analysis.
¥
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In Approved by Date , the contractor's project manager will
sign to approve and enter the date of approval on each sheet of analysis.

In (1) Function Description and No., enter the reference number and & brief func-
tional description of the subsystem under analysis.

In (2) System Mode, enter the state of the system, at the time of the failure
mode or condition.

In (3) Hazard Description, enter the nature of hazard condition introduced by the
failure of the subsystem.

In (4) Potential Cause, enter the most likely primary and secondary causes of the
hazard condition.

In (S5) Effect on Subsystem/Interfacing Subsystems, enter a brief description of
the bazard condition effect(s) on the subsystem and other interfacing subsystems.

In (6) Hazard Category, enter the highest applicable hazard class in accordance
with MIL-STD-882B.

In (7) Redesign/Control Remarks, enter a brief description of the redesign/
control/corrective action(s) necessary for the hazard condition being analyzed.

Enter name(s) of related analysis and reference number(s) and which approach is
being proposed - design change, procedures, special training, etc.

B-7
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Subsystem Hazard Analysis (SSHA),

.
Yo
O

The SSHA is an inductive process which, in effect, is an expansion of, with in-
creased complexity over, the preliminary bhazard snalysis. The completion of this
analysis will normally occur during the design phase and prior to the design
freeze (in a system development, prior to CDR). This occurs when the actual sys-
tem design has been refined to the point where the detailed information is avail-
sble. It can be used effectively, however, during operations as part of an in-
vestigation to establish cause-and-effect relationships and probabilities.

There are several types of SSHA's:

Fault hazard analysis (FHA)
Bneak circuit analysis
I Fault tree analysis (FTA).

Only the FHA and FTA, however, are discussed herein.

An SSHA/FHA is conducted on identified failure modes, and will be qualitative to
g a quantitive analysis as the design develops. When the analysis indicates a
i potential problem, it should be made known to the responsible engineer in order
to initiate proper action. An FHA should be reviewed on a continuous basis to
ensure that design modifications do not add hazards to the system. The FHA
should be developed in conjunction with the failure modes, effects and criti-
cality analyeis (FMECA).

° It provides information to evaluate identified hazards, identifies safety criti-

' ‘ - cal areas and provides inputs to safety design criteria and procedures with
provisions and alternatives to eliminate or control all category I and II
hazards, to minimize or control category 1II and IV hazards, and to identify

- .eritical items.

TABLE B-3. FAULT HAZARD ANALYSIS (F3A)

Instructions for Completing Form:

In Contract No. _______, enter the contract number for which FHA is being
performed.

In Contractor , enter the name of the contractor responsible for
the FBA.

In FHA No. _________, enter the FHA number which shall be coded and sequentially
aumbered by each contractor for each system. This coding sequence will be util-
ized for all related predictions and analyses.

In Revision No. _____, enter the revision number to indicate the latest
status.

In SBubsystem » enter the nomenclature of the subsystem as broken
.~ out from the system and which includes the item undergoing FHA.

" In System , enter the nomenclature of the applicable system.
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In Drawing No. _______, enter the number of the drawing on which the LRU ijs
indicated.

Fd
l_ In Prepared by Date , the preparer will sign and enter the date
of issue or completion on each sheet of the analysis.

= In Reviewed by _________ Date , the reviever will sign and enter the
- date of review on each sheet of the analysis.

!! In Approved by Date , the contractor's project manager will
L.~ sign to approve and enter the date of approval on each sheet of analysis.

:ﬁ In (1) LRU No. and Description, enter the reference number nomenclature and brief
& functional description of the component/assembly.

In (2) Failure Mode, enter a brief description of the failure or condition that
is being analyzed.

In (3) Pailure Rate, enter the probability of occurrence of failure mode or con-
dition. Give data source, such as experience, GIDEP, MIL-HBK-217.

In (4) System Mode, enter the state of the system when the failure mode or condi-
tion occurs.

In (5) Cause, enter the most likely primary and secondary causes of the failure
mode or condition.

In (6) Effect on Subsystem, enter & brief description of the feilure mode or con-
dition effect(s) on the assembly or next higher level assembly inputs and out-
puts; and in Effect on System, enter & brief description of the failure wmoue or
condition effect(s) on the system and operations.

In (7) Hazard Category, enter the highest applicable hazard class in accordance q
with MIL-STD-882B.

In (8) Redesign/Control Remarks, enter a brief description of the redesign/ ﬁ
control/corrective action(s) necessary for the failure mode or condition being )
snalyzed. Enter name(s) of related analysis/analyses and reference number(s).

2
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System Hazard Aoalysis (SEA),

The purpose of the SHA is to identify and assess existing or potential bazards
betveen subsystems and systems and their effects on overall system safety and
operations. The emphasis is on interfaces. Through the early identification of
existing or potential harard(s), corrective action can be taken to eliminate or
control bazard categories I and II and minimize or control bazard categories III
and IV.

An SHA is conducted on the critical interrelationships of each subsystem and sys-
tem to determine the cause and effect of possible independent, dependent and
simultaneous failures that could present a hazardous condition including failures
of safety devices. When the SHA indicates a potential problem, it should be made
koown to the responsible engineer in order to initiate a design review. The SHA
should be reviewed on & continuous basis to ensure that design modifications do
not add barards to the system.

Tbe SHA helps ensure that all possible hazards associated with subsystem and sys-
tem failure will be identified and corrective action taken. The SHA results are
useful inputs to design reviews, maintainability, reliability and system safety
and system operations.

A well-documented analysis shows compliance with specified safety and operational
requirements and is a key part of the certification process.

TABLE B-4. SYSTEM HAZARD ANALYSIS (SHA)
1 . £ C leti F .

In Contract Ro. _______ , enter the contrgct number for which SEA is being
performed.

A Y
In Contractor , enter the pame of the contractor responsible for
the SHA.

In 6HA Ro. ________, enter the SHA number which shall be coded and sequentially
pumbered by each contractor for each system. This coding sequence will be util-
ized for all related productions and analyses.

In Revision No. _ , enter the revision number to indicate the latest
status.
In System , enter tbe nomenclature of the applicable system.

Io Drawing No. » enter the number of the drawing on which the subfunction
is indicated.

In Interfacing System
terfacing system.

» enter the nomenclature of the applicable in-

In Prepared by Date » the preparer will sign and enter the date
of issue or completion on each sheet of the analysis.
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~_ In Reviewed by Date , the reviewer will sign and enter the
‘v date of issue or completion on each sheet of the analysis.

In Approved by _____ Date _________, the contractor's project manager will e
sign to approve and enter the date of approval on each sheet of the analysis.

In (1) Hazard Description, enter the nature of hazard condition introduced by the
failure of the system.

In (2) System Mode, enter the state of the system instants before the failure o
mode or condition. -

In (3) Potential Cause, enter the most likely primary and secondary causes of the
bazard condition.

In (4) Effect(s) on System, enter a brief description of the hazard condition ef-
fect(s) on the system.

In (5) Effect(s) on Interfacing System(s), enter a brief description of the .
hazard condition effect(s) on the interfacing system(s). =
In (6) Interfacing Parameters, enter the parameters responsible for the interfac-
ing of the system with other systems.

In (7) BHazard Category, enter the highest applicable hazard class in accordance
with MIL-STD-882B.

“ - In (8) Redesign/Control Actions, enter a brief description of the redecign/
: control/corrective action(s) necessary for the hazard condition being analyzed.
Enter name(s) of related analysis/analyses and reference number(s).

a4
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i}i_ Operating and Support Hazaxd Analvsis (OSSHA).

The purpose of the O4SEA is to identify and analyze bazards associated witb per-
sonnel and procedures during production, testing, installation, training, escape
and operations.

The O&SBA is normally conducted on all identified bhazards during tasks with
man/machine interfaces. Wben the O8SHA indicates a potential problem, it should
be made known to the responsible engineer in order to initiate a design review or
a system safety working group action item. The O&SHA should be reviewed on a
continuous basis to ensure that design modifications, procedures, testing, etc.,
do not create hazardous conditions.

The O&SBA helps ensure that corrective or preventive measures will be taken to
minimize the possibility that any human error procedure will result in injury or
system dawmage. The O&SHA provides inputs for recommendations of changes or im-
provements in design or procedures to improve efficiency and safety, development
of warning and caution notes to be included in manuals and procedures, and the
requirement for special training of personnel who operate and maintain the
system.

A vell-documented analysis shows compliance with the specified system safety and
operational requirements.

TABLE B-5. OPERATING AND SUPPORT HAZARD ANALYSIS (O&SHA)

Instructions for Complering Form:

-In Contract No. _______ , enter the contract number for which O0§SHA is being
perforumed.

In Contractor , enter the name of the contractor responsible for .
the O§SHA. ’..

In O4SHA No. ________ , enter the O4SHA number which shall be coded and sequen-
tially numbered by each contractor for each system. This coding sequence will be .
utilized for all related analyses. H

In Revision No. _______, enter the revision number to indicate the latest
status.

In Subsystem Function , enter the nomenclature and function of the
subsysten as broken out from the system. !
In System ,» enter the nomenclature of the applicable system. ~

In Facility ________, enter the description of the facility which includes the
system.

AR

"~ In Drawiog No. _______, enter the number of the drawing on which the function is
.~ indicated.
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In Prepared by Date, » the preparer will sign and enter the date
of review on each sheet of the analysis.

In Reviewed by Date , the reviewer will sign and enter the
date of review on each sheet of the analysis.

In Approved by Date , the contractor's project manager will
sign to approve and enter the date of approval on each sheet of the analysis.

In (1) Task or Operation, enter a brief description of the task or operation for
which the hazard condition is being analyzed.

In (2) Potential Cause, enter the most likely primary and secondary causes of the
bazard condition.

In (3) Effect(s) on Personnel System, enter a brief description of the bazard
condition effect(s) related to personnel and/or system(s).

In (5) Hazard Category, enter the highest applicable bazard class in accordance
vith MIL-STD-882B.

In (6) Redesign/Control Actions, enter a brief description of the redesign/

control/corrective action(s) necessary for the hazard condition being analyzed.
Enter name(s) of related analysis/analyses and reference number(s).

B-16

A e e A A Jha il !

L Ll Y L N

-




e ot oSS A R R N T e

DN A S

L & adhad

it A SR GE S ALA L Gl

TOP 1-1-060

0
=)
o
-
-
ord
I
Q.
<
r~

+ SNOILDY ‘AWD ABLEAS 7/ Vaun0S¥Id Jenhvd NOIL41808 00
WoULN0I/ B8 2028 ~ .uqﬂ. 80 8)423443 o WVLNLDE owvy3Ive 1 S0LLVEII0 B0 BOVS
NOILOV 2AILD3440D 133433 /7 3sNVI QBVIVH E
T aawa T A9 03A044eV K
va T A8 Giadna - .
34ve T A8 Cawvedwd B0LINAS NBIsA0NS
‘ON SMAvNG
¥OLIVMLNOD ‘0N AJVNANGD
40 OM L3S
‘oNADY o8 YN

VHSP0--SISATVUV QUVZVH 1li0ddNS ANV ON1LViado

B-17

bl,'l.:L.AL.L‘-D_‘!iLia_. [ )

-




7 April 1986 TOP 1-1-060

Rault Tree Analvais.
Methedology.

Fault tree analysis is the functional development of a specified undesired event
through logic statements of the causative conditions. The fault tree methodology
involves the identification of a specific undesired event. A logic diagram,
using established symbology for event and logic gate representation, is developed
in wbich all events or system conditions which are considered necessary and suf-
ficient to lead to the occurrence of the system event are identified and related
logically to one another as they actually occur in the system. When tbhis devel-
opment is completed, the analyst is presented with a qualitative logic network in
which all failure paths, both singular and multiple, and all combinations of
events and conditions which could produce the undesired event are graphically
represented.

The process can also be applied to a system phase as follows. The system operat-
ing modes are divided into phases. A phase is that increment of a system's life
cycle which can be analyzed independently, yet recognizing tbat there can be com-
monality of analysis for any of the phases. A fault tree branch can be construc-

-_ted separately for each phase. The fault tree development process for each phase
should be logical and systematic.

Assuning the basic event relationships are well in band, the development of the
fault tree can proceed from the defined event by answering the following basic
questions at each level:

« FKecessity

« Sufficiency
o Primary

« Secondary

« Coumand.

The twvo questions of "necessity" and "sufficiency"” require an evaluation of fault
event relationships to determine those system-unique events which are required to
result in the end fault event. This logical process is followed whenever the
coexistence of events through AND gates is required to result in the output
event.

The three questions of "primary, secondary,” and "command”" are guidelines for
development at the ends of the branches. The analysis will normally be developed
to the component level. At this detailed level of the fault tree, the following
order of development should be followed:

l. Describe the component.
2. List all primary faultes.

3. List all secondary factors for the equipment which are enviromment sen-
sitive, i.e., those effects which can "cause" each primary fault mode.

4. Define the input or command event which basically is a normal sequence
but occurs at the wrong time.

B-18
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S 5. Repeat steps (2) and (3) for the event described by (4).
6. Continue this process to the appropriate level.

The resulting logic diagram to be constructed vhenever a component fault has been
identified is shown below. Each of the independent input events depicts a basic
cause of the output event. It is the systematic utilization of the "command
event" at this level of the analysis which allows the analyst to logically con-
sider component interactions in the system.

-

cemponent
fault

As the fault tree development progresses, it will be found tbat the above steps
will occasionally be broken with the requirement that two events coexist before
the development can continue. At this point, the questions of "necessity" and
"sufficiency” must be satisfied.

1 OO
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TABLE B-6. FAULT TREE SYMBOLS

SYMBOL DEFIRITIORS

An undesired or commanded event--will also
describe the output of an "OR" or "ARD" gate.

A primary cause leading to an event, usually
a malfunction of a component or specific
circuit

An event not developed because of insufficient
information or consequence--sometimes called
a secondary cause.

The use of broken lines with the rectangle,
circle, or diamond may be used to indicate
a human interaction.

An "OR" gate--this indicates that any of
the events below the gate will lead to the
event sbove gate.

An "AND" gate~-this indicates that all of R
the events below the gate must occur for BS
the event above the gate to occur. lﬁl

A connecting symbol to another fault tree
or fault tree section--number inside the
triangle references another page im the
fault tree.

An event that can be expected to occur
unless an abnormal event takes place.

B-20 -

= ol i i’ P (USRS WP WL THY T S U S a3
LY. S - A e RO AP U GPUPA TONE Wy W e gy W .




o T —— — R T YT W — W~ W ¥ v - W~ w %

b e S Alatde ok i A0 Sa g ol fa Sed Iad A Rl v AL AN arv g4 A AR LA nh NI

 dneien d S 20 d 20 AT At At B e Al

7 April 1986 TOP 1-1-060

.. Loparxucting the Fault Iree.

'f;iF As an example of the use of an AND gate, consider the undesired event, Eire.
This event can occur if and only if the three events; ignition SOUXCe pregent,

axygen available., and coexist.
FIRE
—_—
GNITION OXYGEN COMBUSTIBLE
SOURCE} AVAILABLE MATERIAL
PRESENT: PRESENT

. Thus "oxygen available" is represented as a house because by definition it is a
(® condition oormally expected to exist. "Combustible material present” for this
example is not developed becsuse of insufficient information.

This example can be carried a step further by considering "ignition source
‘present” as an intermediate subsystem event rather than as a basic fault event.
Replacing its circle by a rectangle gives the modified fault tree shown below.

FIRE .

' DY

IGNITION . : OXYGEN COMBUSTIB
SOURCE AVAILABLE . HATERIAtE
PRESENT PRESENT

%
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The triangle labelled "6" below "ignition source present" is the transfer-in fi;if
symbol. It is used when there is not more room on a given page to continue the

l analysis and, therefore, denotes that the continued analysis must be transferred

in from another page.

Corresponding to the transfer-in symbol, there must salways be & transfer-out sym-
bol. The transfer-out symbol begins the continued analysis and is represented by
a triangle vith the line drawn out its side. It indicates tbat the continued
analysis wust be transferred out of that page and back into some previous page.
The squiggled line beneath "electrical system failure" means that this event may
be developed further but is not of particular interest for the development at
band. Rotice also that in order to provide continuity the "ignition source
present" rectangle is repeated below the transfer-out symbol.

/55—

IGNITION
SOURCE
PRESENT

. *’l
/L ELECTRICAL -

E MECHANICAL SYSTEM

. \SPARK ) SOURCE
g L

f
Y~

B-22

y N q e a~ e i fheon e
C et atafte tmtalaz N PP R IR A NS VAL TN (L WA W P s .




TOP 1-1-060

7 April 1986

D/dNAINT

DDk -

. 11MN¥I2 aNve00

(o

B-23




Rass e et s s cal RS 6 A Rt

T P T o O o T T T e

| S

- 7 April 1986 TOP 1-1-060

S SUPPORT ACTIVITIES. s
I_ Genexal .

t: Throughout a system's life cycle there wmust be a continuing flow of information

- between disciplines. This is especially true for the safety and assurance dis-

o ciplines. Next to design inadequacies and deficiencies, the principal causes of

N equipment and system failures and accidents are errors made during manufacturing

' and maintenance.

Much of the analytical work is complementary, and data developed for religbility
purposes can be used in safety analyras. There is a continuous interplay that
must be recognized during the analytical and investigatory processes. Some of
these analyses are:

Failure modes and effects analysis (FMEA)
Failure modes, effects and criticality analysis (FMECA)
Logistics Supportability Analysis (LSA)
Predicted mean time to repair (PMTTR)
The FPMECA and the PMTTR are discussed herein.

In addition, it is essential that the system safety engineer be able to track
category 1 and 11 hazards and the verification of the eventual "fix," whether it

be & design/hardware change, procedural chapnge, or ftraining requirement.

Tbe critical items list (CIL) enables the engineer to do this.
Critical I Li (cI).

The purpose of the CIL is to compile all the identified safety-critical items to
provide visibility for immediate corrective action to prevent personal injury or
system damage wvhen a category I «r II harard is identified. The CIL also
provides a control technique for reliability when category I amnd II criticality
items sare identified. The CIL should be reviewed on a continuous basis until all
items are resolved.

The CIL belps ensure that corrective action or preventive measures are taken to
optimize system safety, reliability and maintainability by minimizing the mag-
nitude and seriousness of those items which could result in personal injury, sys-
tem damage and loss of operation, but which cannot be completely eliminated. The
CIL provides inputs for recommending: changes or improvements in design;
procedures to improve efficiency and safety; development of warning and caution
notes to be included in manuals and procedures; requirements for special train-
ing; and management information for the operation and maintenance of the system.
Those corrected CIL items should be incorporated into test programs to verify ef-
fectiveness of corrective measure(s).

Complete documentation shows compliance with the specified system safety and
operational requirements.
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N TABLE B-7. CRITICAL ITEMS LIST
i ‘~;"_9_': I . E E ] . z .

In Contract Fo. ______, enter the contract number for wvhich CIL is being
N performed.

In Contractor , enter the name of the contractor responsible for
. the CIL.

: In CIL Ro. _________, enter the CIL number which shall be coded and sequentially
' sumbered by each contractor. This coding sequence will be utilized for all re-
lated predictions and analyses.

In Revision No. , enter the revision number to indicate the latest

status.

In Prepared by Date » the preparer vill sign and enter the date
of issue or completion on each sheet.

In Reviewed by Date , the reviewer will sign and enter the
date of review on each sheet.

In Approved by Date » the contractor's project manager will
sign to approve and enter the date of approval on each sheet.

In (1) LRU Description, enter nomenclature and brief functional description of

(e the lowest replaceable unit.

In (2) Failure Reference Analysis, enter the applicable analysis name and number
performed.
In (3) Failure Criteria Category, enter the highest applicable criticality
category in accordance with the description in the glossary of terums.
In (4) Hazard Reference Analysis, enter the applicable hazard analyeis name and
number performed.
In (5) Bazard Category, enter the bighest applicable hazard class in accordance
with MIL-STD-882B and the description of the corrective action(s) or procedures
which can be adopted to eliminate or minimize the effects or failure condition
being analyzed.
In (6) Requirement, enter the specified safety and/or reliability guidelines.
In (7) Corrective Action, enter a brief description of the corrective actions
necessary for the hazard condition snalyzed.

:: In (8) Resolution, enter a brief description of final action taken to eliminate

ﬁ; or control the bazard(s).

- -~ - In (9) Retention Rationale, state the reasons for retaining the category I and Il

K ' bazards as critical items 1 and 2.
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APPERDIX C
R INSPECTION/OBSERVATION CHECKLISTS
Planped Safety Inspection (PSI). All systems that are to be tested should be in-

spected prior to and following testing.

Safety Inspection Analysis (SIA). The SIA is a procedure for determining the
safety requirements of a specific system or subsystem. It is a systematic as-
sessment of a system to determine its inmspection requirements. The SIA iavolves
three basic steps:

- Decjde what jtems to inspect. Testers pneed to familiarize themselves with the

systems they are to test. SARs and other documents should be used to develop a
list of items to inspect as well as other analyses which way have been performed
prior to the inspection. Buch general categories as atmospheric conditions,
structures, containers, electrical equipment, tools, hazardous material, pres-
surized equipment, pover sources, structural openings, and safety devices are ex-
amples of items to be inmspected.

Decide what itewm paxts to ipspect. Consideration should always be given to parts

that are susceptible to damage, deterioration, stress, impact, vibration, etc.

. The inspectors wust know what specific un-
safe conditions to look for when they perform the inspections. There are dozens
L of one-word statements that tell the story (broken, loose, cracked, leaking,
..' frayed, spalled, etc.). Sometimes it is necessary to describe a condition in a
- - wmore precise detailed vay (maximum pressure levels, minimum fluid levels, etc.).

A vork sheet for developing an SIA is included in this Appendix (Fig. C-1).
Assistance or consultation is available by contacting the safety office (system
safety engineer).
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SAMPLE WORK SHEET FOR SIA

BAFETY INSPECTION ARALYSIS

PROJECT:

1-v8-000-MBC-000
"Mobile Crane”

INSPECTOR:

J. W. Doe

INSPECTION ITENMS

l. Crane structure

2. Hoist system

PARTS TO INSPECT

la.

2a.

2b.

2¢c.

Boom

Running ropes

Sheaves

Hooks

CORDITIONS TO INSPECT
FOR

Deformed, cracked,
corroded mewbers,
loose bolts

Reduction in rope dia-
meter, corrosion, numbe
of broken wires, severe
kinking, crushing

Cracked, wvorn
Deformation, cracks,

throat opening greater
than 15°

FINDINGS

:
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L8 Flamme v

e CHECKLISTS

C MECHANICAL HAZARD CHECKLIST. This checklist may be used as a guide for evaluat-
8 ing mechanical hazards when testing general equipment.

JES FO N/A

l. 1Is the equipment designed so that the center of gravity,
configuration or location of legs and supports make the equip-
ment unlikely to tip over from imbalance effects or strong wind?

2. Are expandable and collapsible structures such as shelters,
jacks, supports, masts, tripods, etc., free from projections,
sharp edges or design features which might be hazardous to
personnel or associated equipment?

3. Are adequate lifting rings or slings provided for equipment
vhich is normally moved or lifted by machine?

4., Are ladders, climbing rings, bandholds, rails, walkways,
etc., provided where needed?

5. Are steps and ladders and methods of supporting them safely
wade?

‘;' 6. Are entrances to equipment shelters free of hazardous
o obstructions? :

7. Do floor surfaces have adequate nonslip characteristics?

8. Are fasteners and methods of securing equipment to wealls and
racks sufficiently strong to prevent breakaway and falling?

9. Can equipment shelters mounted on vehicles be entered without
encountering a hazard?

10, Does the installation of equipment on vehicles provide
sufficient mechanical strength to minimize potential safety
hazards?

11, Are provisions made in vehicular and shelter installations
for securing equipment, tools and accessories during movement?

12, Are safety measures provided in the event the trailer
becomes detached from the towing vehicle?

13. When semitrailers are detached from towing vehicles do
dolly wheels or landing gear provide adequate support?

14. If a standard military vehicle has been modified to accom-

modate the equipment, is the vehicle still capable of satisfac-
tory and safe operation?

Cc-3
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15. Do doors and hinged covers have positive-action hold-open
devices?

16. Are locking mechanisms for doors and drawvers designed to
prevent injury to the operator when the lock is released?

17. Are limit stops provided on roll-out racks and dravers?

18. Are there provisions for easily overriding limit stops on
roll-out racks and drawers?

19. 1Is the method of opening a cover evident from the construc-
tion of the cover? If not, is an instruction plate permanently
attached to the outside of the cover?

20. Is it evident when & cover is in place but not secured?

21. 1s the equipment provided with suitable carrying handles?

22, Are handles recessed rather than extended where they might
be bazardous?

23. Are bandles positioned so they cannot catch on other units,
wiring, or protrusions?

24. Are handles located over center of gravity whenever
possible?

25. Are doors and other openings free of hazards from improperly
designed catches, hinges, supports, fasteners and stops?

26. Are components placed to allow sufficient space for use of
test equipment and tools?

27. Are heavy parts located as close &8s possible to load-bearing
structures and as low as possible?

28. 1Is the weight distribution such that the equipment is easy
to handle, move or position?

29. Are tasks of operation and maintenance such that they do not
require excessive physical strength?

30. When the equipment is to be wmanpacked are the weight and N
configuration such that the combat effectiveness of the test N
soldier is not jeopardized? .
]

31. 1Is the equipment free of sharp or overbanging edges and cor- i
ners that might cause injury to personnel? ST -
32. When glass is used is it glareproof and shatterproof? R i
K
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33. Do exposed gears, cams, levers, fans, belts or other recip-
rocating, rotating or moving parts have adequate safety covers?

34. 1s the equipment provided with sufficient caution plates to
warn maintenance personnel of potential safety hazards?

ol b DERE RS AV g SRR L
Cﬂ

35. Are varning signs coded and colored in accordance with Army
regulations?

36. When required are provisions made for protection against eye
hazards from flying particles?

37. Are safety valves, relief valves or other safety devices
ad justed to their proper settings?

38. Are potential mechsnical harards adequately treated in the
instructional manual?

” ELECTRICAL BAZARD CHECKLIST. This checklist way be used as a guide for evaluat-
ing electrical or electronic hazards when testirg general equipment.

JES KO N/A

o l. 1Is the path to ground from the equipment continuous and
‘. permament?

2. Does the grounding -y;tem have sufficient mechanical strength
to minimize the possibility of accidental ground disconnection?

3. Is the ground conmnection to the chassis or frame mechanically
secured by one of the following methods?

a. Becured to a spot-velded terminal lug.

b. Secured to a portion of the chassis or frame that has
been formed into a soldering lug.

c. BSecured by a screw or nut and a lockwasher to a terminal
on the ground wire.

4. 1s the grounding system of sufficient gauge size to conduct
safely any currents that may be imposed upon it?

5. 1Is the impedance of the ground system sufficiently low to
limit the potential above ground and to facilitate the operation
of the overcurrent devices in the circuits? "4

. ¢ R o RS .
P AA"'AMAA.LE PN

6. Are ground connections to shields and other mechanical parts,
except the chassis and frame, made independently of the electri-
cal circuits?

c-5
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7. Do plugs and convenience outlets for use with portable tools
and equipment have provisions for automatic grounding?

i'_‘"""‘_rv‘r.'
v
/
[.
E

8. Are all external metal parts, control shafts, bushings and
shields at ground potential at all times?

9. Are voltages properly marked?

10. Are guards, safety covers and warning plates provided for
items handling 70 to 500 volts rms or DC?

ll. Are built-in test points provided where measurements of
potentials are greater than or equal to 300 volts peak?

12. Can high-voltage circuits and capacitors be discharged to
30 volts within 2 seconds or less by automatic protective
devices?

13. When equipment is designed to operate on more than ome type
input power, are adequate precautions taken to prevent connection
of improper power?

l4. Are DC power connections clearly marked for polarity?

15. Are adjustment screws or other commonly worked-on parts o
located avay from unprotected high voltages?

16. Are tools to be used near high voltages adequately
iosulated?

17. Do meters have protection against high voltage or current
at the terminals?

18. Are compartuwents operating at potentials in excess of 500
volts rms or DC where access is required for adjustment purposes
equipped with interlocks with by-pass devices which remove all
potentials in excess of 30 volte rms or DC?

19. 1In compartments where access into the interior is required
for adjustment purposes and no interlocks are used, are voltages
in excess of 70 volts rms or DC isolated with barriers or guards?

20. 1Is the grounding conductor of the equipment electrically
insulated from the AC power return (neutral) within the system
and/or equipment?

2l. Are mechanical and electrical interlocks designed to pre-
vent energizing by movement when men are in positions where it
could be dangerous? —

.
Al
- N
.
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T 22. Are interval controls located at safe distances frowm
dangerous voltages?

23. Are physically similar but electrically moninterchangeable
components keyed so that it is impossible to imsert a wrong unit?

24, Vhere design considerations require plugs and receptacles
of similar configuration, are mating plugs and receptacles
suitably coded and marked?

25. 1Is shielding sufficiently separated from exposed conductors
to prevent shorting or arcing?

T T Y Y Y T CK T Y., TeWeEm v
'

26. Are wvires and cables adequately supported and terminated to
prevent shock and fire hazard?

27. Are vires and cables properly protected at points where they
pass through metal partitions?

28. Can maintenance be accomplished with shielding in place?
29. Do floor surfaces have adequate insulating characteristics?

30. Are emergency controls placed in readily accessible
positions?

Lo

31. Is the main power breaker in an easily accessible location?

32. Does the main power breaker cut off all power to the com-
plete equipment or system?

33. Can the power be cut off while installing, replacing or
interchanging complete equipment, an assembly or part thereof?

34. Are safety switches provided which will deactivate
associated mechanical drive units without disconnecting other
parts of the equipment?

35. Are remotely located assemblies provided with safety
svitches to allow independent disconnection of the equipment?

36. Are potential electrical bazards adequately treated in the
instruction manual?

37. Are disconnect devices (circuit breakers) properly labeled?

CHEMICAL HAZARD CHECKLIST. This checklist may be used as a guide when testing
general equipment which uses chemicals.

IES RO R/A

1. Has each chemical used in or with the system been identified
in the safety assessment report?

c-7
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2. Have approved time-—concentration exposure limits been estab-
lished for each chemical used? 1f not, are toxicity tests being
performed and interim safety precautions provided by the Surgeon
General?

' -

Y

£
L.

3. Has each condition necessary for personnel exposure or
release to atmosphere or water been evaluated?

_I‘""'

4. Are tbe time-concentration exposure limits to personnel ex-
ceeded during operation of the item?

5. Are precautions made to prevent exposure to respiratory
hazards adequate? Skin absorption? Ingestion?

6. Have all possible chemical reactions between the materiale
involved been analyzed including those with materials used in
conjunction with the item being tested.

7. Are operator means of detecting a hazardous condition
adequate?

8. Are all harmful chemicals properly identified with
appropriate caution notices?

9. Are adequate safety devices and safety instructions provided .—F>
for handling and use of gases stored under high pressure and/or o
extremely low temperature?

10. Has the effect of decontamination procedures on the
equipment surface been studied? Is chemical or biological
material retained in the paint or material? What is the
desorption rate?

11. Did any personnel suffer irritation dermatitis as a result
of contact with the chemical materials?

12. Are air intakes isolated from the exhaust?

13. Are adequate oxygen levels maintained inside shelters, etc.?

14. 1s the collective efficiency of material collection equip-
ment (scrubbers, filters, incinerators) adequate to prevent
hazardous conditions?

N
R
4
"

d
n
L

15. Are the safeguards in event of pover outage adequate?

16, Are adequate disposal procedures provided for all chemiceals
used as part of or with the item?
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2%y PHYSIOLOGICAL HAZARDS CHECKLIST. N

IES NO N/A

1. 1Is the ambient noise level acceptable for personnel safety -
and efficiency? o

2. Have all physical operator stresses such as repetitive R
motions, swkward working conditions, and vibration been
evaluated?

3. Have all mentsl demands on operators been evaluated?
4. Have all lifting and carrying requirements been evaluated? -

5. When necessary, bhave all ear- and eye-protection devices been
provided?

6. Are adequate controls and warning signs included to prevent L
exposure to ionizing radiation in excess of standards? .

7. Are adequate controls and warning signs included to prevent
exposure to nonionizing radiation, including UV, IR. laser, and
microwave in excess of standards?

o 8. Are adequate illumination levels available for the tasks
(® required?

9. Has heat stress to personnel as the result of exposure to
high temperature or wearing protective equipment been evaluated?

10. Does the ventilating system provide for operator safety by -
ducting excess heat liberated by equipment to the outside of the
shelter?

11. 1Is equipment-cooling air for shelter-mounted equipment com-
pletely separated from the personnel space to prevent contamina-
tion of the surrounding air?

12. Are adequate precautions made to prevent exposure of person-
nel to respiratory hazards from toxic gases, ducts, fumes and
wmists?

13. 1Is the air intake isolated from the exhaust?

14. 1Is the shelter heating and ventilating system designed to e
safeguard against depletion of oxygen in the personnel area? -

15. Are all air-flow paths free of obstructions? -
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16. 1Is shelter-mounted equipment furnished with test kits for
checking air contemination and oxygen depletion?

17. Are acids or other harmful liquids properly identified with
appropriate caution notices?

18. Do instructions specify type of cleaning fluid and precau-
tions to be taken when cleaning equipment?

19, Are adequate safety devices and safety instructions provided
for handling and use of gases stored under high pressure and/or
extreme temperatures, e.g., bydrogen, helium, oxygen, nitrogen?

20. Is protection provided against hot surfaces which might be
dangerous to personnel?

1. Have all possible ignition sources been evaluated to deter-
mine potential hazard?

2. Has the flammability of the materials been taken into account g
in planning for use of the item? L

3. Are fire extinguishers of the proper type for the equipment
provided and mounted in easily accessible locations?

4. Are properly marked fire exits provided in shelters when
required?

5. Have precautions been taken to ensure that the storage and
distribution of flammable material are done safely?

6. Is a self-closing metal can provided for oily rags and waste
vhere required?

7. Have fire-extinguishing methods been included in technical
publications?
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APPENDIX D
HAZARD SEVERITY ARD CLASSIFICATION (from MIL-STD-882B)

Bazard Severity. Hazard severity categories are defined to provide a qualitative

measure of the worst credible mishap resulting from personnel error; enviroomen-
tal conditions; design inadequacies; procedural deficiencies; or system, subsys-
tem or component failure or malfunction as follows:
Description Category Mishap Definition
CATASTROPHIC I Death or system loss
CRITICAL II Severe injury, severe occupational
illness, or major system dsmage
MARG IRAL I1I Minor injury, minor occupational
illness, or minor system damage
NEGLIGIBLE Iv Less than minor injury, occupatiomal
illpess, or system damage
These bazard severity categories provide guidance to a wide variety of programs.
- Adaptation to a particular program, however, is generally required to provide a
sutual understanding between the MA and the contractors as to the meaning of the
terms used in the category definitions. The adaptation must define what con-
stitutes system loss, major or minor system damage, and severe and minor injury
and occupational illness.
(® ‘ Bazard Probability. The probability thet & hazard will be created during the

planned life expectancy of the system can be described in potential occurrences
per unit of time, events, population, items, or activity. Assigning a quantita-
tive hazard probability to a potential design or procedural hazard is generally
not possible early in the design process. A qualitative hazard probability may
be derived from resesrch, analysis, and evaluation of historical safety data from
similar systems. Supporting rationale for assigning a hazard probability shall
be documented in hazrard analysis reports. An example of a qualitative hazard
probability ranking is:

n . . * I ] s .E. I I. .I ] Il z] I * & -"J

assumed occurrence may not

{nvolved.

P P T

DLV ANAP S W S P PP G T PGSR, PO . TS

be experienced

FREQUENT A Likely to occur frequently Continuously experienced Ei
PROBABLE B Will occur several times in Will occur frequently
life of an item
OCCASIONAL c Likely to occur sometime Will occur several times
in life of an item
REMOTE D Unlikely but possible to Unlikely but can reasopably
occur in life of an item be expected to occur
IMPROBABLE E $o unlikely, it can be Unlikely to occur, but

possible

D-1

*Definitions of descriptive words may have to be modified bsgsed on quantity

*4The size of the fleet or inventory should be defined.
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APPENDIX E

SAFETY-RELATED TOPS
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NUMBER TITLE
1-1-012 Classification of Deficiencies and Shortcomings and
Changes 1, 2, 3
1-1-019 Testing Armament and Individual Weapons and Change 1
1-1-051 Ammunition and Explosives
1-1-056 Software Testing
1-2-500 Transportability and Changes 1, 2, 3
1-2-502 Durability
1-2-504 Physical Characteristics
1-2-511 Electromagnetic Compatibility Requirements, Systems
Testing
1-2-608 Sound Level Measurements
: 1-2-610 Human Factors Engineering (Part I, Part II)
‘? ) 1-2-612 Nuclear Radiation Effects
1-2-613 Nuclear Effects Tests of Army Materiel (Blast)
2-2-508 Automotive Safety and Health Hazard Evaluation
2-2-601 Electrical Systems (Vehicle and Weapon Subsystems)
2-2-608 Braking, Wheeled Vehicles and Changes 1, 2
2-2-609 Steering
2-2-610 Gradeability and Slide Slope Performance ,
2-2-614 Toxic Hazards Tests for Vehicles and Other Equipment X
2-2-627 Braking - Tracked Vehicles
2-2-704 Tires j
2-2-800 Center of Gravity ;
2-4-003 Wheeled, Tracked and General Purpose Vehicles
X Tl; 3-1-002 Confidence Intervals and Sample Size
3-1-005 Field Artillery Statistics
3-2-500 Weapon Characteristics
E-1 N
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3-2-503

3-2-504
3-2-616
3-2-711
3-2-805
- 4-2-502

4-2-504

4-2-504(2)*
4-2-705

5-2-619

6-2~507

7-2-506
7-3-506(P)
8-2-113
10-2-051

10-2-508

TOP 1-1-060

Safety Bvaluation of Fire Control Bystems - Electrical
and Electronic Bquipment and Change 1

Safety Bvaluation of Hand and Shoulder Weapons

Radio Frequency Radiation Hazards to Personnel

Safety Evaluation - Radioactive Components of Materiel
Safety Evaluatioo of Cannon and Recoilless Weapons
Safety Evaluation of Mines and Demolitions

Bafety Testing of Artillery, Mortar, and Recoilless
Rifle Ammunition and Change !

Safety Evaluation of Tank Ammunition
Cartridge Cases

Safety Testing of Missile, Bocket, and Guided Projectile
Employing Manned Launch Stations

Safety and Health Evaluation - Communication/Electronic
Bquipment

Airdrop Systems Safety

Safety (Aviation Materiel)

Breathing Apparatuses, Self-Contained Air/Oxygen Supply
Fire Extinguishers

Safety and Health Hazard Evaluation - General Equipment

*International Test Operations Procedure (ITOP)

e e
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APPENRDIX F
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6. MIL-STD-882B, System Safety Program Requirements, 30 March 1984.
7. MIL-STD-454J, Standard General Requirements for Electronic Equipment, 30
April 1984; NWotice 1, 30 August 1984; Notice 2, 1 March 1985,
8. TECOM Regulation 385-7, Potential Health Hazards to Bumans Participating in
Testing, 15 November 1978.
9. TOP 2-2-614, Toxic Hazards Tests for Vehicles and Other Equipment, 14 Decem-
ber 1984.

10. AMC Regulation 385-100, Safety Manuasl, 17 August 1981.

11. AR 70-1 Army Research, Development, and Acquisition - System Acquisition
Policy and Procedures, 1 February 1984; Change 1, 15 July 1984.

12, TOP 1-1-056, Software Testing, 15 November 1977.

13. AMC Pamphlet 706-110 through -114, Engineering Design Handbook - Experi-

mental Statistics, 16, 12, 12, 16, and 17 December 1969, respectively.
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